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       LEVRARD Paul 
       Cyber Risk & Security Consultant 
       Engineering Degree in IT (ESAIP) — Specialization in Networking & Security — 2022 
 
3 years of experience in IAM, DLP, phishing campaigns & awareness, NIST SP 800-53, risk 
analysis (EBIOS RM, ISO/IEC 27005), OT security under IEC 62443 (zones-and-conduits, 
industrial AD, OT–IT DMZ/segmentation) ane ISMS design & governance (ISO/IEC 27001) 
 
Analytical mindset • team player • autonomous • strong organizational skills. 
 

 

 Skills 
 
• OT / IEC 62443 

o Zones & conduits; risk analysis 
o OT–IT DMZ & segmentation 
o Industrial Active Directory design, 

operations & implementation 
• Data Protection 

o DLP strategy & roadmap (Microsoft 
Purview) 

o Data classification; EBIOS RM risk 
assessment 

• Identity & Access Management 
o AD / Azure AD, PAM 
o Access lifecycle & recertification, 

ServiceNow workflows 
• Security Awareness & Phishing 

o GoPhish campaigns & reporting 
o Tabletop / escape-game awareness 

sessions 
• Networking & Security 

o Cisco / Check Point administration, 
VLANs 

o Troubleshooting, hardening, 
remediation tracking 

• Consulting Core 
o Stakeholder management, reporting 
o Agile delivery (Scrum/Kanban) 

 
 
Languages 
 
• French: Native 
• English: Intermediate (B1–B2) 
 

 
Standards & Methodologies  
 
• IEC 62443 
• ISO/IEC 27001–27005 
• NIST CSF • NIST SP 800-53 
• EBIOS RM 
• Agile Project Management • DevSecOps 
 
Tools 
• Active Directory, Azure AD, LDAP 
• M365: Azure, Purview, Defender for Cloud Apps 

(ex-MCAS), Sentinel 
• Cisco Secure Firewall (ISA3000/FTD), Check Point 

management 
• VMware ESXi, VirtualBox, Docker 
• ServiceNow 
• Kali Linux, Wireshark, Metasploit, Burp Suite 
• PowerShell, Power BI 
• Python, SQL, HTML/CSS, Bash 
• MS Project, Jira 
 
Sectors 
• Luxury 
• Cosmetic 
• Public 
• Pharmaceutic  
• Industrial Energy 
• Building construction 
• Banking 
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IDENTITY & ACCESS MANAGEMENT 
LUXURY 

(FRANCE) IAM ANALYST 9 MONTHS  

Within the global IT team of a luxury company, participation in the deployment and scalable maintenance 
of a unique global identity management tool for the group. 

Assignment Summary 
• Draft specifications in users stories for improvements and evolutions of the identity and management 

tools or corrections  
• Perform process modelling of access management (onboarding, offboarding, mobility, change request) 
• Manage releases of user stories : testing and communication through release notes 
• Monitor data quality of identities and permission for user, privilege and technical accounts 
• Level 3 support 

Achievements 
• Delivered around 150 stories (evolution, fix, design) 
• Created Access Management workflows in a SM tool 
• Delivered technical documentations concerning all IAM processes in ServiceNow (onboarding, 

offboarding, mobility, change request)  
• Perform workshops to define and formalise the access management lifecycle  
• Use of PowerShell to extract objects in AD and of PowerBi reports to monitor quality of identities and 

access for over 150 000 accounts  

Environment 
• Azure AD, Active Directory 
• Service Now 
• PowerShell, Power BI 
• Agile method 

 
DATA PROTECTION 

PHARMACEUTIC 
(BELGIUM) DLP ANALYST 5 MONTHS 

Within a Pharmaceutical company, I worked on the definition of a DLP global strategy and roadmap with 
the Information Security Manager.  

Assignment Summary 
• Perform data leak risk assessment and gap analysis 
• Elaborate DLP strategy 
• Build DLP project roadmap 

Provisional achievements 
• Performed 8 business workshops to identity sensitive data and risks scenarios  
• Performed 5 IT workshops to evaluate current data loss prevention measures 
• Using EBIOS RM methodology to perform risk analysis and evaluation 
• Drafted risk assessment report with 21 identified risks scenarios and related vulnerabilities 
• Elaborated a strategy defining the processes, tools and knowledge to mitigate those risks 
• Build roadmap to implement the DLP processes and deploy the supporting tools: Microsoft Purview, 

Sentinel, and MCAS.  

Environment  
• M365, MCAS, Microsoft Purview, Sentinel 
• EBIOS RM, NIST 
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Banking 
(Luxembourg) 

NIST ANALYST 
5 MONTHS 

Within a banking company, I worked on research and analysis of evidences for the NIST SP800-53 
framework with the CISO. 

Assignment Summary 
• List and prioritize controls and evidences needed for the NIST SP800-53 framework 
• Prepare and lead workshops with stakeholders  
• Mails sent to stakeholders to gather evidences 
• Perform research of evidences for the NIST SP800-53  
• Perform analysis, storage and archiving of evidences collected 
• Draft of a remediation plan 
 

Achievements 
• Priorisation de 360 contrôles sur 5 scopes différents  
• Animation of 5 workshops (one for each scope) 
• Evaluation and remediation of 360 controls  
 

Environment  
• Framework: NIST SP800-53 
 
 
CYBERSECURITY AWARENESS 

PUBLIC AND 
CONSTRUCTION 

(BELGIUM) 
TECHNICAL SUPPORT 

4 MONTHS 

For two clients: one for IT department of the town halls of Maine-et-Loire and the other for a building 
construction company, I led the phishing and prevention campaigns, and created a phishing report for 
mayors and the IT team.  

Assignment Summary 
• Installation, setting and use of the Gophish tool 
• Creation of fraudulent emails and use of an SMTP server 
• Creation and presentation of a prevention campaign for the employees of the town halls 
• Collect campaign data and writing a phishing campaign report 

Achievements 
• Created and launched phishing campaigns for town halls (520 users / 4 municipalities)  
• Created and launched phishing campaigns for the building construction company (350 users) 
• Presented 10 awareness-raising sessions for agents in the town halls of Maine-et-Loire 
• Quantified and exploited different data obtained 
• Documentation to the tool for further research 

Environment  
• OS: Linux 
• Programming: HTML/CSS  
• Tool: Gophish 
 

ENERGY TECHNICAL SUPPORT 2 MONTHS 
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(BELGIUM) 

In response to a client request, we created an awareness campaing using escape game format. In this project, 
I was in charge of the technical preparation of the sessions. 

Assignment Summary 
• Installation and configuration of Virtual machine for the escape game  
• Installation and creation of documentation for a fake landing page tool 
• creation of an escape game workshops where participants have to put themselves in the shoes of a 

hacker and create a fake landing page 
• Creation of a cybersecurity awareness quiz 

Achievements 
• Performed 40 sessions for 200 collaborators  

Environment  
• OS: Kali Linux 
• Tools: Pyphisher, John the ripper 
• Slido 
 

PRINTING SERVICE 
(LUXEMBOURG) CYBERSECURITY EXPERT 

4 MONTHS 
(IN 

PROGRESS) 
Within a service company, I had the role of cybersecurity expert with the aim of setting up an ISMS, reducing 
risks linked to a pentesting report and raising awareness. 
 

Assignment Summary 
• Implementation of an ISMS based on the ISO 27001:2022 framework  
• Identification and remediation of risks linked to a pentest report  
• Assistance with the creation of a business impact analysis (BIA) and a business continuity plan (BCP) 
• Creation of cybersecurity awareness sessions  

Achievements 
• 40 control points resolved out of 93 for ISMS implementation (work in progress) 
• Identification of 50 pentest report risks and remediation of 30 risks (work in progress) 
• Creation of 8 awareness-raising sessions on various cyber risks and best practices.  
• Assistance in setting up a BIA and BCP with the various BUs (work in progress) 

Environment  
• Norm: ISO 27001:2022,  
• Tool: Brainframe  
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INDUSTRIAL NETWORK EXPERT 
Energy  

(BELGIUM) CYBERSECURITY OFFICER & INDUSTRIAL NETWORK EXPERT 
OCT 2024 – 

PRESENT 
(ONGOING) 

Within Luminus, I work in the CIND team (Cybersecurity, Industrial Network & Data), responsible for 
securing and operating OT production networks across 6 hydro plants, ~130 wind sites, and 6 thermal 
plants. 
 

Assignment Summary 
• Define and review IEC 62443–aligned industrial network architectures (zones & conduits, access 

controls, DMZs). 
• Perform IEC 62443 risk analysis based on zones & conduits (asset scoping, criticality, SL-T/SL-C 

determination, risk treatment planning). 
• Draft and maintain OT access procedures and operating policies under IEC 62443. 
• Design, deployment, and administration of an OT Active Directory and core system services across 

industrial sites. 
• Lead/coordinate Agile projects (e.g., BESS, NCCGT) from scoping and specifications to delivery. 
• Produce and maintain end-to-end network documentation (HLD/LLD, rack layouts, infra schematics, 

technical queries). 
• Plan and implement OT–IT DMZ architectures and segmentation strategies. 
• Conduct FAT/SAT with vendors and integrators (2 FAT in Madrid, 2 SAT on site). 

Achievements 
• Delivered IEC 62443 risk register and treatment plan per zone/conduit, defining target Security Levels 

and documenting gaps vs. current state. 
• Implemented DMZ patterns and network segmentation to harden OT–IT boundaries. 
• Authored and rolled out IEC 62443 access procedures and supporting policy set. 
• Completed FAT/SAT for major programs (BESS, NCCGT) and validated designs against security 

requirements. 
• Standardized network diagrams and documentation (Visio / draw.io) enabling consistent reviews and 

technical governance. 

Environment  
• Frameworks/Methods: IEC 62443 (zones & conduits, risk analysis), Agile 
• Identity & Systems: Active Directory, VMware ESXi 
• Networking/Security: Cisco ISA3000 (FTD), Check Point 1570R, VLANs, DMZ 
• Tooling & Docs: Microsoft Visio, draw.io 
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